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DATA PROCESSING ADDENDUM

(ReYision -XQH 2020) 

DPA
AgreemenW or oWher ZriWWen or elecWronic agreemenW beWZeen SFDC and CXVWomer for Whe pXrchaVe of online VerYiceV (inclXding 
aVVociaWed SFDC offline or mobile componenWV) from SFDC, Zhich inclXdeV Whe VerYiceV liVWed on Appendi[ 3 Wo Whe SWandard 
ConWracWXal ClaXVeV of WhiV DPA 

B\ Vigning Whe AgreemenW, CXVWomer enWerV inWo WhiV DPA on behalf of iWVelf and, Wo Whe e[WenW reqXired Xnder applicable DaWa 
ProWecWion LaZV and RegXlaWionV, in Whe name and on behalf of iWV AXWhori]ed AffiliaWeV, if and Wo Whe e[WenW SFDC proceVVeV 
PerVonal DaWa for Zhich VXch AXWhori]ed AffiliaWeV qXalif\ aV Whe ConWroller. For Whe pXrpoVeV of WhiV DPA onl\, and e[cepW Zhere 

herein 
Vhall haYe Whe meaning VeW forWh in Whe AgreemenW. 

In Whe coXrVe of proYiding Whe SerYiceV Wo CXVWomer pXrVXanW Wo Whe AgreemenW, SFDC ma\ ProceVV PerVonal DaWa on behalf of 
CXVWomer and Whe ParWieV agree Wo compl\ ZiWh Whe folloZing proYiVionV ZiWh reVpecW Wo an\ PerVonal DaWa, each acWing reaVonabl\ 
and in good faiWh. 

HOW TO EXECUTE THIS DPA:

1. ThiV DPA conViVWV of WZo parWV: Whe main bod\ of Whe DPA, and SchedXleV 1, 2, and 3 (inclXding AppendiceV 1 Wo 3).

2. ThiV DPA haV been pre-Vigned on behalf of SFDC. The SWandard ConWracWXal ClaXVeV in SchedXle 3 haYe been pre-Vigned b\
ValeVforce.com, inc. aV Whe daWa imporWer. PleaVe noWe WhaW Whe conWracWing enWiW\ Xnder Whe AgreemenW ma\ be a differenW
enWiW\ Wo ValeVforce.com, inc.

3. To compleWe WhiV DPA, CXVWomer mXVW:

a. CompleWe Whe informaWion in Whe VignaWXre bo[ and Vign on Page 7.
b. Send Whe Vigned DPA Wo SFDC b\ email Wo daWaproceVVingaddendXm@ValeVforce.com indicaWing, if applicable, Whe

XW on Whe applicable SFDC Order Form or inYoice). 

Upon receipW of Whe Yalidl\ compleWed DPA b\ SFDC aW WhiV email addreVV, WhiV DPA Zill become legall\ binding. 

For Whe aYoidance of doXbW, VignaWXre of Whe DPA on page 7 Vhall be deemed Wo conVWiWXWe VignaWXre and accepWance of Whe SWandard 
ConWracWXal ClaXVeV incorporaWed herein, inclXding Wheir AppendiceV. Where CXVWomer ZiVheV Wo VeparaWel\ e[ecXWe Whe SWandard 
ConWracWXal ClaXVeV and iWV AppendiceV, CXVWomer VhoXld alVo compleWe Whe informaWion aV Whe daWa e[porWer on Page 13 and 
compleWe Whe informaWion in Whe VignaWXre bo[ and Vign on PageV 17, 19 and 20.  

HOW THIS DPA APPLIES

If Whe CXVWomer enWiW\ Vigning WhiV DPA iV a parW\ Wo Whe AgreemenW, WhiV DPA iV an addendXm Wo and formV parW of Whe AgreemenW. 
In VXch caVe, Whe SaleVforce enWiW\ WhaW iV parW\ Wo Whe AgreemenW iV parW\ Wo WhiV DPA.

If Whe CXVWomer enWiW\ Vigning WhiV DPA haV e[ecXWed an Order Form ZiWh SFDC or iWV AffiliaWe pXrVXanW Wo Whe AgreemenW, bXW iV 
noW iWVelf a parW\ Wo Whe AgreemenW, WhiV DPA iV an addendXm Wo WhaW Order Form and applicable reneZal Order FormV, and Whe 
SaleVforce enWiW\ WhaW iV parW\ Wo VXch Order Form iV parW\ Wo WhiV DPA.

If Whe CXVWomer enWiW\ Vigning WhiV DPA iV neiWher a parW\ Wo an Order Form nor Whe AgreemenW, WhiV DPA iV noW Yalid and iV noW 
legall\ binding. SXch enWiW\ VhoXld reqXeVW WhaW Whe CXVWomer enWiW\ Zho iV a parW\ Wo Whe AgreemenW e[ecXWeV WhiV DPA.

If Whe CXVWomer enWiW\ Vigning Whe DPA iV noW a parW\ Wo an Order Form nor a MaVWer SXbVcripWion AgreemenW direcWl\ ZiWh SFDC, 
bXW iV inVWead a cXVWomer indirecWl\ Yia an aXWhori]ed reVeller of SaleVforce VerYiceV, WhiV DPA iV noW Yalid and iV noW legall\ binding. 
SXch enWiW\ VhoXld conWacW Whe aXWhori]ed reVeller Wo diVcXVV ZheWher an\ amendmenW Wo iWV agreemenW ZiWh WhaW reVeller ma\ be 
reqXired.
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This Data Processing Addendum, including its Schedules and Appendices, (" ") forms part of the Master Subscription 

(identified either as "Services" or otherwise in the applicable agreement, and hereinafter defined 
as "Services") (the "Agreement") to reflect the parties' agreement with regard to the Processing of Personal Data. 

indicated otherwise, the term "Customer" shall include Customer and Authorized Affiliates. All capitalized terms not defined 

Customer's Account Number (as set o 
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V 
AgreemenW (inclXding an\ e[iVWing daWa proceVVing addendXm Wo Whe AgreemenW). 

DATA PROCESSING TERMS

1. DEFINITIONS

 meanV an\ enWiW\ WhaW direcWl\ or indirecWl\ conWrolV, iV conWrolled b\, or iV Xnder common conWrol ZiWh Whe VXbjecW 

YoWing inWereVWV of Whe VXbjecW enWiW\.

AXthori]ed Affiliate V AffiliaWe(V) Zhich (a) iV VXbjecW Wo Whe daWa proWecWion laZV and regXlaWionV 
of Whe EXropean Union, Whe EXropean Economic Area and/or Wheir member VWaWeV, SZiW]erland and/or Whe UniWed Kingdom, 
and (b) iV permiWWed Wo XVe Whe SerYiceV pXrVXanW Wo Whe AgreemenW beWZeen CXVWomer and SFDC, bXW haV noW Vigned iWV oZn 

meanV Whe California ConVXmer PriYac\ AcW, Cal. CiY. Code � 1798.100 eW seq., and iWV implemenWing regXlaWionV.

meanV Whe enWiW\ Zhich deWermineV Whe pXrpoVeV and meanV of Whe ProceVVing of PerVonal DaWa. 

CXstomer
Zhich haYe Vigned Order FormV. 

elecWronic daWa and informaWion VXbmiWWed b\ or for CXVWomer Wo Whe SerYiceV.  ThiV DPA doeV noW appl\ Wo ConWenW or Non-
SFDC ApplicaWionV aV defined in Whe AgreemenW or, if noW defined in Whe AgreemenW, aV defined in Whe MaVWer SXbVcripWion 
AgreemenW aW hWWpV://ZZZ.ValeVforce.com/compan\/legal/agreemenWV/. 

 meanV all laZV and regXlaWionV, inclXding laZV and regXlaWionV of Whe EXropean 
Union, Whe EXropean Economic Area and Wheir member VWaWeV, SZiW]erland, Whe UniWed Kingdom and Whe UniWed SWaWeV and 
iWV VWaWeV, applicable Wo Whe ProceVVing of PerVonal DaWa Xnder Whe AgreemenW. 

meanV Whe idenWified or idenWifiable perVon Wo Zhom PerVonal DaWa relaWeV. 

GDPR
proWecWion of naWXral perVonV ZiWh regard Wo Whe proceVVing of perVonal daWa and on Whe free moYemenW of VXch daWa, and 
repealing DirecWiYe 95/46/EC (General DaWa ProWecWion RegXlaWion).  

meanV an\ informaWion relaWing Wo (i) an idenWified or idenWifiable naWXral perVon and, (ii) an idenWified or 
idenWifiable legal enWiW\ (Zhere VXch informaWion iV proWecWed Vimilarl\ aV perVonal daWa or perVonall\ idenWifiable informaWion 
Xnder applicable DaWa ProWecWion LaZV and RegXlaWionV), Zhere for each (i) or (ii), VXch daWa iV CXVWomer DaWa.  

 meanV an\ operaWion or VeW of operaWionV Zhich iV performed Xpon PerVonal DaWa, ZheWher or noW b\ aXWomaWic 
meanV, VXch aV collecWion, recording, organi]aWion, VWrXcWXring, VWorage, adapWaWion or alWeraWion, reWrieYal, conVXlWaWion, XVe, 
diVcloVXre b\ WranVmiVVion, diVVeminaWion or oWherZiVe making aYailable, alignmenW or combinaWion, reVWricWion, eraVXre or 
deVWrXcWion. 

 meanV Whe enWiW\ Zhich ProceVVeV PerVonal DaWa on behalf of Whe ConWroller, inclXding aV applicable an\ 

moVW cXrrenW YerVion of Zhich iV aYailable on SF
hWWpV://ZZZ.ValeVforce.com/compan\/priYac\, Zhich goYern WranVferV of PerVonal DaWa Wo Whird coXnWrieV Wo and beWZeen 
memberV of Whe SFDC GroXp, and Wo Whird-parW\ SXb-proceVVorV. The Vcope of applicaWion of Whe SaleVforce ProceVVor BCR 
iV VeW oXW in SecWion 11 of WhiV DPA and SecWion 1 of SchedXle 1. 

 meanV Whe SecXriW\, PriYac\ and ArchiWecWXre DocXmenWaWion 
applicable Wo Whe Vpecific SerYiceV pXrchaVed b\ CXVWomer, aV XpdaWed from Wime Wo Wime, and acceVVible Yia 
and Compliance Zebpage aW hWWpV://WrXVW.ValeVforce.com/en/WrXVW-and-compliance-docXmenWaWion/ (alVo acceVVible Yia 
hWWp://ZZZ.ValeVforce.com/compan\/legal/agreemenWV.jVp ), or aV 
oWherZiVe made reaVonabl\ aYailable b\ SFDC. 

aboYe, being ValeVforce.com, inc., a compan\ incorporaWed in DelaZare, US; SaleVforce.com Canada CorporaWion, a compan\ 

Whe PariV Trade RegiVWr\ Xnder nXmber 483 993 226 RCS PariV, RegiVWered office: 3 AYenXe OcWaYe Grpard, 75007 PariV, 
France; ValeVforce.com German\ GmbH, a limiWed liabiliW\ compan\, incorporaWed in German\; SaleVforce.com IWal\ S.r.l., 
an IWalian limiWed liabiliW\ compan\ haYing iWV regiVWered addreVV aW Pia]]a Filippo Meda 5, 20121 Milan (MI), VAT / FiVcal 
code n. 04959160963; SaleVforce S\VWemV Spain, S.L.U., a limiWed liabiliW\ compan\ incorporaWed in Spain; SaleVforce UK 
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This DP A shall not replace any comparable or additional rights relating to Processing of Customer Data contained in Customer' 

"Affiliate" 
entity. "Control," for purposes of this definition, means direct or indirect ownership or control of more than 50% of the 

" means any of Customer' 

Order Form with SFDC and is not a "Customer" as defined under this DP A. 

"CCPA" 

"Controller" 

"means the entity that executed the Agreement together with its Affiliates (for so long as they remain Affiliates) 

"Customer Data" means what is defined in the Agreement as "Customer Data" or "Your Data", provided that such data is 

"Data Protection Laws and Regulations" 

"Data Subject" 

"means the Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 

"Personal Data" 

"Processing" 

"Processor" 
"service provider" as that term is defined by the CCP A. 

"Salesforce Processor BCR" means Salesforce's processor binding corporate rules for the Processing of Personal Data, the 
DC's website, currently located at 

"Security, Privacy and Architecture Documentation" 
SFDC's Trust 

______________________ under the "Trust and Compliance Documentation" link 

"SFDC" means the SFDC entity which is a party to this DPA, as specified in the section "HOW THIS DPA APPLIES" 

incorporated in Canada; salesforce.com France, a French S.A.S company with a share capital of37,000 €, registered with 
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LimiWed (f/k/a ValeVforce.com EMEA LimiWed), a compan\ regiVWered in England and WaleV; SFDC Ireland LimiWed, a limiWed 
liabiliW\ compan\ incorporaWed in Ireland; KabXVhiki KaiVha SaleVforce.com, a compan\ incorporaWed in Japan, 
SaleVforce.com Singapore PWe LWd, a compan\ incorporaWed in Singapore; SFDC AXVWralia PW\ LWd, a compan\ incorporaWed 
in NeZ SoXWh WaleV; SaleVforce.org, a compan\ regiVWered in California, US; SaleVforce.org EMEA LimiWed, a priYaWe 
compan\, limiWed b\ VhareV, regiVWered in England and WaleV; SaleVforce Tecnologia LWda., a limiWed liabiliW\ compan\ 
incorporaWed in Bra]il, CloXdCra]e SofWZare LLC, a compan\ regiVWered in DelaZare, US; DaWorama Inc., a compan\ 
incorporaWed in DelaZare, US; DemandZare, LLC, a compan\ regiVWered in DelaZare, US; HerokX, Inc., a compan\ 
incorporaWed in DelaZare, US; KrX[ DigiWal LLC, a compan\ regiVWered in DelaZare, US; MXleSofW, LLC, a compan\ 
regiVWered in DelaZare, US; or aV applicable. 

meanV SFDC and iWV AffiliaWeV engaged in Whe ProceVVing of PerVonal DaWa. 

 meanV Whe agreemenW e[ecXWed b\ and beWZeen CXVWomer and ValeVforce.com, inc. and 

 FebrXar\ 2010 on 
SWandard ConWracWXal ClaXVeV for Whe WranVfer of perVonal daWa Wo proceVVorV eVWabliVhed in Whird coXnWrieV Zhich do noW enVXre 
an adeqXaWe leYel of daWa proWecWion.

- meanV an\ ProceVVor engaged b\ SFDC or a member of Whe SFDC GroXp. 

SXperYisor\ AXthorit\ h iV eVWabliVhed b\ an EU Member SWaWe pXrVXanW Wo 
Whe GDPR. 

2. PROCESSING OF PERSONAL DATA

2.1 Roles of the Parties. The parWieV acknoZledge and agree WhaW ZiWh regard Wo Whe ProceVVing of PerVonal DaWa, CXVWomer iV
Whe ConWroller, SFDC iV Whe ProceVVor and WhaW SFDC or memberV of Whe SFDC GroXp Zill engage SXb-proceVVorV pXrVXanW
Wo Whe reqXiremenWV VeW forWh in SecWion -

2.2  CXVWomer Vhall, in iWV XVe of Whe SerYiceV, ProceVV PerVonal DaWa in accordance 
ZiWh Whe reqXiremenWV of DaWa ProWecWion LaZV and RegXlaWionV, inclXding an\ applicable reqXiremenW Wo proYide noWice Wo 

PerVonal DaWa Vhall compl\ ZiWh DaWa ProWecWion LaZV and RegXlaWionV. CXVWomer Vhall haYe Vole reVponVibiliW\ for Whe 
accXrac\, qXaliW\, and legaliW\ of PerVonal DaWa and Whe meanV b\ Zhich CXVWomer acqXired PerVonal DaWa. CXVWomer 
Vpecificall\ acknoZledgeV WhaW iWV XVe of Whe SerYiceV Zill noW YiolaWe Whe righWV of an\ DaWa SXbjecW WhaW haV opWed-oXW from 
ValeV or oWher diVcloVXreV of PerVonal DaWa, Wo Whe e[WenW applicable Xnder Whe CCPA. 

2.3 SFDC Vhall WreaW PerVonal DaWa aV ConfidenWial InformaWion and Vhall ProceVV 

ProceVVing in accordance ZiWh Whe AgreemenW and applicable Order Form(V); (ii) ProceVVing iniWiaWed b\ UVerV in Wheir XVe 
of Whe SerYiceV; and (iii) ProceVVing Wo compl\ ZiWh oWher docXmenWed reaVonable inVWrXcWionV proYided b\ CXVWomer (e.g., 
Yia email) Zhere VXch inVWrXcWionV are conViVWenW ZiWh Whe WermV of Whe AgreemenW. 

2.4 Details of the Processing. The VXbjecW-maWWer of ProceVVing of PerVonal DaWa b\ SFDC iV Whe performance of Whe SerYiceV 
pXrVXanW Wo Whe AgreemenW. The dXraWion of Whe ProceVVing, Whe naWXre and pXrpoVe of Whe ProceVVing, Whe W\peV of PerVonal 
DaWa and caWegorieV of DaWa SXbjecWV ProceVVed Xnder WhiV DPA are fXrWher Vpecified in SchedXle 2 (DeWailV of Whe ProceVVing) 
Wo WhiV DPA.

3. RIGHTS OF DATA SUBJECTS

Data SXbject ReqXest. SFDC Vhall, Wo Whe e[WenW legall\ permiWWed, prompWl\ noWif\ CXVWomer if SFDC receiYeV a reqXeVW
from a DaWa SX

Xal
deciVion makin
Vhall aVViVW CXVWomer b\ appropriaWe Wechnical and organi]aWional meaVXreV, inVofar aV WhiV iV poVVible, for Whe fXlfilmenW of

Wo reVpond Wo a DaWa SXbjecW ReqXeVW Xnder DaWa ProWecWion LaZV and RegXlaWionV. In addiWion, Wo Whe
e[WenW CXVWomer, in iWV XVe of Whe SerYiceV, doeV noW haYe Whe abiliW\ Wo addreVV a DaWa SXbjecW ReqXeVW, SFDC Vhall Xpon

rciall\ reaVonable efforWV Wo aVViVW CXVWomer in reVponding Wo VXch DaWa SXbjecW ReqXeVW,
Wo Whe e[WenW SFDC iV legall\ permiWWed Wo do Vo and Whe reVponVe Wo VXch DaWa SXbjecW ReqXeVW iV reqXired Xnder DaWa
ProWecWion LaZV and RegXlaWionV. To Whe e[WenW legall\ permiWWed, CXVWomer Vhall be reVponVible for an\ coVWV ariVing from

4. SFDC PERSONNEL

4.1 Confidentialit\. SFDC Vhall enVXre WhaW iWV perVonnel engaged in Whe ProceVVing of PerVonal DaWa are informed of Whe
confidenWial naWXre of Whe PerVonal DaWa, haYe receiYed appropriaWe Wraining on Wheir reVponVibiliWieV and haYe e[ecXWed
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"SFDC Group" 

"Standard Contractual Clauses" 

attached hereto as Schedule 3 pursuant to the European Commission's decision (C(2010)593) of 5 

"Sub processor" 

" " means an independent public authority whic 

5 "Sub processors" below. 

Customer's Processing of Personal Data. 

Data Subjects of the use of SFDC as Processor. For the avoidance of doubt, Customer's instructions for the Processing of 

SFDC's Processing of Personal Data. 
Personal Data on behalf of and only in accordance with Customer's documented instructions for the following purposes: (i) 

bj ect to exercise the Data Subject's right of access, right to rectification, restriction of Processing, erasure 
(''right to be forgotten"), data portability, object to the Processing, or its right not to be subject to an automated individ 

g, each such request being a "Data Subject Request". Taking into account the nature of the Processing, SFDC 

Customer's obligation 

Customer's request provide comme 

SFDC's provision of such assistance. 
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ZriWWen confidenWialiW\ agreemenWV. SFDC Vhall enVXre WhaW VXch confidenWialiW\ obligaWionV VXrYiYe Whe WerminaWion of Whe 
perVonnel engagemenW. 

4.2 Reliabilit\. SFDC Vhall Wake commerciall\ reaVonable VWepV Wo enVXre Whe reliabiliW\ of an\ SFDC perVonnel engaged in Whe 
ProceVVing of PerVonal DaWa.

4.3 Limitation of Access.  performing 
SerYiceV in accordance ZiWh Whe AgreemenW. 

4.4 Data Protection Officer. MemberV of Whe SFDC GroXp haYe appoinWed a daWa proWecWion officer. The appoinWed perVon ma\ 
be reached aW priYac\@ValeVforce.com. 

5. SUB-PROCESSORS

5.1 Appointment of SXb-processors. -
-parW\ SXb-proceVVorV in connecWion ZiWh Whe

proYiVion of Whe SerYiceV. SFDC or an SFDC AffiliaWe haV enWered inWo a ZriWWen agreemenW ZiWh each SXb-proceVVor
conWaining daWa proWecWion obligaWionV noW leVV proWecWiYe Whan WhoVe in Whe AgreemenW ZiWh reVpecW Wo Whe proWecWion of
CXVWomer DaWa Wo Whe e[WenW applicable Wo Whe naWXre of Whe SerYiceV proYided b\ VXch SXb-proceVVor.

5.2 List of CXrrent SXb-processors and Notification of NeZ SXb-processors.  SFDC Vhall make aYailable Wo CXVWomer Whe
cXrrenW liVW of SXb-proceVVorV for Whe SerYiceV idenWified in Appendi[ 3 of Whe SWandard ConWracWXal ClaXVeV aWWached hereWo.
SXch SXb-proceVVor liVWV Vhall inclXde Whe idenWiWieV of WhoVe SXb- InfrastrXctXre 
and SXb-processor DocXmentation TrXVW and Compliance Zebpage (alVo acceVVible Yia 
hWWp://ZZZ.ValeVforce.com/compan\/legal/agreemenWV.jVp ) Whe 
InfraVWrXcWXre and SXb-proceVVor DocXmenWaWion aV Zell aV a mechaniVm Wo VXbVcribe Wo noWificaWionV of neZ SXb-proceVVorV 
for each applicable SerYice, Wo Zhich CXVWomer ma\ VXbVcribe, and if CXVWomer VXbVcribeV, SFDC Vhall proYide noWificaWion 
of a neZ SXb-proceVVor(V) before aXWhori]ing an\ neZ SXb-proceVVor(V) Wo ProceVV PerVonal DaWa in connecWion ZiWh Whe 
proYiVion of Whe applicable SerYiceV. 

5.3 Objection Right for NeZ SXb-processors.  -proceVVor b\ noWif\ing SFDC 

SecWion 5.2. In Whe eYenW CXVWomer objecWV Wo a neZ SXb-proceVVor, aV permiWWed in Whe preceding VenWence, SFDC Zill XVe 
reaVonable efforWV Wo make aYailable Wo CXVWomer a change in Whe SerYiceV or recommend a commerciall\ reaVonable change 

Vonal DaWa b\ Whe objecWed-Wo neZ SXb-
proceVVor ZiWhoXW XnreaVonabl\ bXrdening CXVWomer. If SFDC iV Xnable Wo make aYailable VXch change ZiWhin a reaVonable 
period of Wime, Zhich Vhall noW e[ceed WhirW\ (30) da\V, CXVWomer ma\ WerminaWe Whe applicable Order Form(V) ZiWh reVpecW 
onl\ Wo WhoVe SerYiceV Zhich cannoW be proYided b\ SFDC ZiWhoXW Whe XVe of Whe objecWed-Wo neZ SXb-proceVVor b\ proYiding 
ZriWWen noWice Wo SFDC. SFDC Zill refXnd CXVWomer an\ prepaid feeV coYering Whe remainder of Whe Werm of VXch Order 
Form(V) folloZing Whe effecWiYe daWe of WerminaWion ZiWh reVpecW Wo VXch WerminaWed SerYiceV, ZiWhoXW impoVing a penalW\ for 
VXch WerminaWion on CXVWomer.

5.4 Liabilit\. SFDC Vhall be liable for Whe acWV and omiVVionV of iWV SXb-proceVVorV Wo Whe Vame e[WenW SFDC ZoXld be liable if 
performing Whe VerYiceV of each SXb-proceVVor direcWl\ Xnder Whe WermV of WhiV DPA, e[cepW aV oWherZiVe VeW forWh in Whe 
AgreemenW. 

6. SECURITY

6.1 Controls for the Protection of CXstomer Data. SFDC Vhall mainWain appropriaWe Wechnical and organi]aWional meaVXreV
for proWecWion of Whe VecXriW\ (inclXding proWecWion againVW XnaXWhori]ed or XnlaZfXl ProceVVing and againVW accidenWal or
XnlaZfXl deVWrXcWion, loVV or alWeraWion or damage, XnaXWhori]ed diVcloVXre of, or acceVV Wo, CXVWomer DaWa), confidenWialiW\
and inWegriW\ of CXVWomer DaWa, aV VeW forWh in Whe SecXriW\, PriYac\ and ArchiWecWXre DocXmenWaWion. SFDC regXlarl\
moniWorV compliance ZiWh WheVe meaVXreV. SFDC Zill noW maWeriall\ decreaVe Whe oYerall VecXriW\ of Whe SerYiceV dXring a
VXbVcripWion Werm.

6.2 Third-Part\ Certifications and AXdits. SFDC haV obWained Whe Whird-parW\ cerWificaWionV and aXdiWV VeW forWh in Whe SecXriW\,
cW Wo Whe

confidenWialiW\ obligaWionV VeW forWh in Whe AgreemenW, SFDC Vhall make aYailable Wo CXVWomer WhaW iV noW a compeWiWor of
-

Whird-parW\ aXdiWV or cerWificaWionV, aV applicable.

7. CUSTOMER DATA INCIDENT MANAGEMENT AND NOTIFICATION

SFDC mainWainV VecXriW\ incidenW managemenW policieV and procedXreV Vpecified in Whe SecXriW\, PriYac\ and ArchiWecWXre
DocXmenWaWion and Vhall noWif\ CXVWomer ZiWhoXW XndXe dela\ afWer becoming aZare of Whe accidenWal or XnlaZfXl
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SFDC shall ensure that SFDC's access to Personal Data is limited to those personnel 

Customer acknowledges and agrees that (a) SFDC's Affiliates may be retained as Sub 
processors; and (b) SFDC and SFDC's Affiliates respectively may engage third 

processors and their country of location (" 
"). Customer may find on SFDC's ___________ _ 

______________________ under the "Trust and Compliance Documentation" link 

Customer may object to SFDC's use ofa new Sub 
promptly in writing within thirty (30) days after receipt of SFDC's notice in accordance with the mechanism set out in 

to Customer's configuration or use of the Services to avoid Processing of Per 

Privacy and Architecture Documentation. Upon Customer's written request at reasonable intervals, and subje 

SFDC ( or Customer' s independent, third party auditor that is not a competitor of SFDC) a copy of SFDC' s then most recent 
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deVWrXcWion, loVV, alWeraWion, XnaXWhori]ed diVcloVXre of, or acceVV Wo CXVWomer DaWa, inclXding PerVonal DaWa, WranVmiWWed, 
VWored or oWherZiVe ProceVVed b\ SFDC or iWV SXb-proce CXstomer Data 
Incident
aV SFDC deemV neceVVar\ and reaVonable in order Wo remediaWe Whe caXVe of VXch a CXVWomer DaWa IncidenW Wo Whe e[WenW Whe 

8. RETURN AND DELETION OF CUSTOMER DATA

SFDC Vhall reWXrn CXVWomer DaWa Wo CXVWomer and, Wo Whe e[WenW alloZed b\ applicable laZ, deleWe CXVWomer DaWa in
accordance ZiWh Whe procedXreV and WimeframeV Vpecified in Whe SecXriW\, PriYac\ and ArchiWecWXre DocXmenWaWion.

9. AUTHORIZED AFFILIATES

9.1 ContractXal Relationship. The parWieV acknoZledge and agree WhaW, b\ e[ecXWing Whe AgreemenW, CXVWomer enWerV inWo Whe
DPA on behalf of iWVelf and, aV applicable, in Whe name and on behalf of iWV AXWhori]ed AffiliaWeV, Whereb\ eVWabliVhing a
VeparaWe DPA beWZeen SFDC and each VXch AXWhori]ed AffiliaWe VXbjecW Wo Whe proYiVionV of Whe AgreemenW and WhiV SecWion
9 and SecWion 10. Each AXWhori]ed AffiliaWe agreeV Wo be boXnd b\ Whe obligaWionV Xnder WhiV DPA and, Wo Whe e[WenW
applicable, Whe AgreemenW. For Whe aYoidance of doXbW, an AXWhori]ed AffiliaWe iV noW and doeV noW become a parW\ Wo Whe
AgreemenW, and iV onl\ a parW\ Wo Whe DPA. All acceVV Wo and XVe of Whe SerYiceV and ConWenW b\ AXWhori]ed AffiliaWeV mXVW
compl\ ZiWh Whe WermV and condiWionV of Whe AgreemenW and an\ YiolaWion of Whe WermV and condiWionV of Whe AgreemenW b\
an AXWhori]ed AffiliaWe Vhall be deemed a YiolaWion b\ CXVWomer.

9.2 CommXnication. The CXVWomer WhaW iV Whe conWracWing parW\ Wo Whe AgreemenW Vhall remain reVponVible for coordinaWing all
commXnicaWion ZiWh SFDC Xnder WhiV DPA and be enWiWled Wo make and receiYe an\ commXnicaWion in relaWion Wo WhiV DPA
on behalf of iWV AXWhori]ed AffiliaWeV.

9.3 Rights of AXthori]ed Affiliates. Where an AXWhori]ed AffiliaWe becomeV a parW\ Wo Whe DPA ZiWh SFDC, iW Vhall Wo Whe
e[WenW reqXired Xnder applicable DaWa ProWecWion LaZV and RegXlaWionV be enWiWled Wo e[erciVe Whe righWV and Veek remedieV
Xnder WhiV DPA, VXbjecW Wo Whe folloZing:

9.3.1 E[cepW Zhere applicable DaWa ProWecWion LaZV and RegXlaWionV reqXire Whe AXWhori]ed AffiliaWe Wo e[erciVe a righW
or Veek an\ remed\ Xnder WhiV DPA againVW SFDC direcWl\ b\ iWVelf, Whe parWieV agree WhaW (i) Volel\ Whe CXVWomer
WhaW iV Whe conWracWing parW\ Wo Whe AgreemenW Vhall e[erciVe an\ VXch righW or Veek an\ VXch remed\ on behalf of
Whe AXWhori]ed AffiliaWe, and (ii) Whe CXVWomer WhaW iV Whe conWracWing parW\ Wo Whe AgreemenW Vhall e[erciVe an\
VXch righWV Xnder WhiV DPA noW VeparaWel\ for each AXWhori]ed AffiliaWe indiYidXall\ bXW in a combined manner
for iWVelf and all of iWV AXWhori]ed AffiliaWeV WogeWher (aV VeW forWh, for e[ample, in SecWion 9.3.2, beloZ).

9.3.2 The parWieV agree WhaW Whe CXVWomer WhaW iV Whe conWracWing parW\ Wo Whe AgreemenW Vhall, Zhen carr\ing oXW an on-
ViWe aXdiW of Whe procedXreV releYanW Wo Whe proWecWion of PerVonal DaWa, Wake all reaVonable meaVXreV Wo limiW an\ 
impacW on SFDC and iWV SXb-ProceVVorV b\ combining, Wo Whe e[WenW reaVonabl\ poVVible, VeYeral aXdiW reqXeVWV 
carried oXW on behalf of iWVelf and all of iWV AXWhori]ed AffiliaWeV in one Vingle aXdiW. 

10. LIMITATION OF LIABILITY

d all 
DPAV beWZeen AXWhori]ed AffiliaWeV and SFDC, ZheWher in conWracW, WorW or Xnder an\ oWher Wheor\ of liabiliW\, iV VXbjecW Wo 

he 
aggregaWe liabiliW\ of WhaW parW\ and all of iWV AffiliaWeV Xnder Whe AgreemenW and all DPAV WogeWher.

For Whe aYoidance of d
AffiliaWeV ariVing oXW of or relaWed Wo Whe AgreemenW and all DPAV Vhall appl\ in Whe aggregaWe for all claimV Xnder boWh Whe 
AgreemenW and all DPAV eVWabliVhed Xnder Whe AgreemenW, inclXding b\ CXVWomer and all AXWhori]ed AffiliaWeV, and, in 
parWicXlar, Vhall noW be XnderVWood Wo appl\ indiYidXall\ and VeYerall\ Wo CXVWomer and/or Wo an\ AXWhori]ed AffiliaWe WhaW iV 
a conWracWXal parW\ Wo an\ VXch DPA. 

11. EUROPEAN SPECIFIC PROVISIONS

11.1 GDPR. 
proYiVion of iWV SerYiceV. 

11.2 Data Protection Impact Assessment. Wh reaVonable cooperaWion 

 informaWion, and Wo 

DocuSign Envelope ID: 32F281CD-0E00-41A3-A0E9-2F89DAA47812 

ssors of which SFDC becomes aware ( a " 
"). SFDC shall make reasonable efforts to identify the cause of such Customer Data Incident and take those steps 

remediation is within SFDC's reasonable control. The obligations herein shall not apply to incidents that are caused by 
Customer or Customer's Users. 

Each party's and all ofits Affiliates' liability, taken together in the aggregate, arising out of or related to this DPA, an 

the 'Limitation of Liability' section of the Agreement, and any reference in such section to the liability ofa party means t 

oubt, SFDC's and its Affiliates' total liability for all claims from Customer and all of its Authorized 

SFDC will Process Personal Data in accordance with the GDPR requirements directly applicable to SFDC's 

Upon Customer's request, SFDC shall provide Customer wi 
and assistance needed to fulfil Customer's obligation under the GDPR to carry out a data protection impact assessment related 
to Customer's use of the Services, to the extent Customer does not otherwise have access to the relevant 
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Whe e[WenW VXch informaWion iV aYailable Wo SFDC. SFDC Vhall proYide reaVonable aVViVWance Wo CXVWomer in Whe cooperaWion 
or prior conVXlWaWion ZiWh Whe SXperYiVor\ AXWhoriW\ in Whe performance of iWV WaVkV relaWing Wo SecWion 11.2 of WhiV DPA, Wo 
Whe e[WenW reqXired Xnder Whe GDPR.  

11.3 Transfer mechanisms for data transfers. SXbjecW Wo Whe addiWional WermV in SchedXle 1, SFDC makeV aYailable Whe WranVfer 
mechaniVmV liVWed beloZ Zhich Vhall appl\, in Whe order of precedence aV VeW oXW in SecWion 11.4, Wo an\ WranVferV of PerVonal 
DaWa Xnder WhiV DPA from Whe EXropean Union, Whe EXropean Economic Area and/or Wheir member VWaWeV, SZiW]erland and 
Whe UniWed Kingdom Wo coXnWrieV Zhich do noW enVXre an adeqXaWe leYel of daWa proWecWion ZiWhin Whe meaning of DaWa 
ProWecWion LaZV and RegXlaWionV of Whe foregoing WerriWorieV, Wo Whe e[WenW VXch WranVferV are VXbjecW Wo VXch DaWa ProWecWion 
LaZV and RegXlaWionV:  

1. The SaleVforce ProceVVor Binding CorporaWe RXleV appl\ Wo Whe SerYiceV liVWed in Whe Appendi[ Wo Whe SaleVforce
BCR SerYices  WermV in SecWion 1 of SchedXle 1; 

-U.S. and SZiVV-U.S. PriYac\ Shield FrameZork Velf-cerWificaWionV appl\ Wo Whe SerYiceV liVWed in

hWWpV://ZZZ.ValeVforce.com/compan\/priYac\/  EU-US and SZiss-US PriYac\ Shield SerYices
Whe addiWional WermV in SecWion 2 of SchedXle 1; 
3. The SWandard ConWracWXal ClaXVeV VeW forWh in SchedXle 3 Wo WhiV DPA appl\ Wo Whe SerYiceV liVWed in Appendi[ 3 Wo

SCC SerYices

11.4 Order of precedence. In Whe eYenW WhaW SerYiceV are coYered b\ more Whan one WranVfer mechaniVm, Whe WranVfer of PerVonal 
DaWa Zill be VXbjecW Wo a Vingle WranVfer mechaniVm in accordance ZiWh Whe folloZing order of precedence: (1) Whe SaleVforce 

-U.S. and SZiVV-U.S. PriYac\ Shield FrameZork Velf-cerWificaWionV and, (3) Whe SWandard
ConWracWXal ClaXVeV. 

11.5 SalesforceIQ CRM. SecWionV 3, 11.1 and 11.2 of WhiV DPA do noW appl\ Wo Whe SerYiceV cXrrenWl\ branded aV SaleVforceIQ 
 obligaWionV regarding Whe SerYiceV 

cXrrenWl\ branded aV SaleVforce Inbo[.

12. APEC PRIVACY RECOGNITION FOR PROCESSORS

hWWpV://ZZZ.ValeVforce.com/compan\/priYac\/, in accordance ZiWh WhiV cerWificaWion. 

13. PARTIES TO THIS DPA

Where Whe SWandard ConWracWXal 
ClaXVeV are applicable, ValeVforce.com, inc. iV Whe VignaWor\ Wo Whe SWandard ConWracWXal ClaXVeV. Where Whe SFDC enWiW\ 
WhaW iV a parW\ Wo WhiV DPA iV noW ValeVforce.com, inc., WhaW SFDC enWiW\ iV carr\ing oXW Whe obligaWionV of Whe daWa imporWer 
on behalf of ValeVforce.com, inc. NoWZiWhVWanding Whe VignaWXreV beloZ of an\ oWher SaleVforce enWiW\, VXch oWher SaleVforce 
enWiWieV are noW a parW\ Wo WhiV DPA or Whe SWandard ConWracWXal ClaXVeV. 

14. LEGAL EFFECT

ThiV DPA Vhall onl\ become legall\ binding beWZeen CXVWomer and SFDC (and ValeVforce.com, inc., if differenW) Zhen Whe

List of SchedXles

SchedXle 1: TranVfer MechaniVmV for EXropean DaWa TranVferV 
SchedXle 2: DeWailV of Whe ProceVVing
SchedXle 3: SWandard ConWracWXal ClaXVeV

DocuSign Envelope ID: 32F281CD-0E00-41A3-A0E9-2F89DAA47812 

Processor BCR (the " 
2. SFDC's EU 

"), subject to the additional 

Salesforce's Notice of Privacy Shield Certification, which SFDC makes available online at 
(the " "), subject to 

the Standard Contractual Clauses (the" "), subject to the additional terms in Section 3 of Schedule 1. 

Processor BCR, (2) SFDC's EU 

or SIQ CRM. For the sake of clarification, nothing in this Section 11.5 abrogates SFDC's 

SFDC and the SFDC Group have obtained APEC Privacy Recognition for Processors ("PRP") certification and shall Process 
Personal Data submitted to the Services listed in Salesforce's PRP Notice, which SFDC makes available online at 

The Section "HOW THIS DPA APPLIES" specifies which SFDC entity is party to this DP A. 

formalities steps set out in the Section "HOW TO EXECUTE THIS DP A" above have been fully completed. 
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CUSTOMER 

SignaWXre:_______________________________ 

CXVWomer Legal Name:______________________ 

PrinW Name: _____________________________ 

TiWle: __________________________________ 

DaWe: __________________________________ 

SALESFORCE.COM, INC 

SignaWXre:_______________________________ 

PrinW Name: _____________________________ 

TiWle: __________________________________ 

DaWe: __________________________________ 

SALESFORCE.COM CANADA CORPORATION 

SignaWXre: ______________________________ 

PrinW Name: _____________________________ 

TiWle: ___________________________________ 

DaWe: ___________________________________ 

SALESFORCE.COM FRANCE S.A.S. 

SignaWXre: ______________________________ 

PrinW Name: _____________________________ 

TiWle: ___________________________________ 

DaWe: ___________________________________ 

SALESFORCE.COM GERMANY GMBH 

SignaWXre: ______________________________ 

PrinW Name: _____________________________ 

TiWle: ___________________________________ 

DaWe: ___________________________________ 

SALESFORCE.COM ITALY S.R.L. 

SignaWXre:_______________________________ 

PrinW Name: _____________________________ 

TiWle: __________________________________ 

DaWe: __________________________________ 

SALESFORCE SYSTEMS SPAIN, S.L.U. 

SignaWXre:_______________________________ 

PrinW Name: _____________________________ 

TiWle: __________________________________ 

DaWe: __________________________________ 

SALESFORCE UK LIMITED (F/K/A 
SALESFORCE.COM EMEA LIMITED) 

SignaWXre:_______________________________ 

PrinW Name: _____________________________ 

TiWle: __________________________________ 

DaWe: __________________________________ 

SFDC IRELAND LIMITED 

SignaWXre:_______________________________ 

PrinW Name: _____________________________ 

TiWle: __________________________________ 

DaWe: __________________________________ 

KABUSHIKI KAISHA SALESFORCE.COM 

SignaWXre:_______________________________ 

PrinW Name: _____________________________ 

TiWle: __________________________________ 

DaWe: __________________________________ 

SALESFORCE.COM FRANCE S.A.S. 

SignaWXre: ______________________________ SignaWXre: ______________________________ SignaWXre: ______________________________ 

SALESFORCE.COM GERMANY GMBH 

SignaWXre: ______________________________ 

SALESFORCE.COM EMEA LIMITED)

SignaWXre:_______________________________ SignaWXre:_______________________________ SignaWXre:_______________________________ 

SALESFORCE SYSTEMS SPAIN, S.L.U.

SignaWXre:_______________________________ SignaWXre:_______________________________ SignaWXre:_______________________________ 

SALESFORCE.COM ITALY S.R.L.

SignaWXre:_______________________________ SignaWXre:_______________________________ SignaWXre:_______________________________ 

SignaWXre:_______________________________ SignaWXre:_______________________________ SignaWXre:_______________________________ 

SALESFORCE.COM CANADA CORPORATION 

SignaWXre: ______________________________ 

KAISHA SALESFORCE.COM 

SignaWXre:_______________________________ 

SFDC IRELAND LIMITED

SignaWXre:_______________________________ SignaWXre:_______________________________ SignaWXre:_______________________________ 
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SALESFORCE.COM SINGAPORE PTE LTD 

SignaWXre:_______________________________ 

PrinW Name: _____________________________ 

TiWle: __________________________________ 

DaWe: __________________________________ 

SFDC AUSTRALIA PTY LTD 

SignaWXre:_______________________________ 

PrinW Name: _____________________________ 

TiWle: __________________________________ 

DaWe: __________________________________ 

SALESFORCE.ORG 

SignaWXre:_______________________________ 

PrinW Name: _____________________________ 

TiWle: __________________________________ 

DaWe: __________________________________ 

SALESFORCE.ORG EMEA LIMITED 

SignaWXre:_______________________________ 

PrinW Name: _____________________________ 

TiWle: __________________________________ 

DaWe: __________________________________ 

 SALESFORCE TECNOLOGIA LTDA. 

SignatXre:_______________________________ 

Print Name: _____________________________ 

Title: __________________________________ 

Date: __________________________________ 

DATORAMA INC.      

SignaWXre:_______________________________ 

PrinW Name: _____________________________ 

TiWle: __________________________________ 

DaWe: __________________________________ 

HEROKU, INC. 

SignaWXre:_______________________________ 

PrinW Name: _____________________________ 

TiWle: __________________________________ 

DaWe: __________________________________ 

DEMANDWARE, LLC 

SignaWXre:_______________________________ 

PrinW Name: _____________________________ 

TiWle: __________________________________ 

DaWe: __________________________________ 

KRUX DIGITAL, LLC 

SignaWXre:_______________________________ 

PrinW Name: _____________________________ 

TiWle: __________________________________ 

DaWe: __________________________________ 

MULESOFT, LLC 

SignaWXre:_______________________________ 

PrinW Name: _____________________________ 

TiWle: __________________________________ 

DaWe: __________________________________ 

SFDC AUSTRALIA PTY LTD

SignaWXre:_______________________________ 

 SALESFORCE TECNOLOGIA LTDA. 

SignatXre:_______________________________ SignatXre:_______________________________ SignatXre:_______________________________ 

SALESFORCE.ORG EMEA LIMITED

SignaWXre:_______________________________ 

SignaWXre:_______________________________ 

SALESFORCE.ORG

SignaWXre:_______________________________ 

DATORAMA INC.      

SignaWXre:_______________________________ 

KRUX DIGITAL, LLC

SignaWXre:_______________________________ 

MULESOFT, LLC

SignaWXre:_______________________________ 

DEMANDWARE, LLC 

SignaWXre:_______________________________ 

SALESFORCE.COM SINGAPORE PTE LTD

SignaWXre:_______________________________ 



SaleVforce DaWa ProceVVing AddendXm Page 9 of 21 -XQH 2020 
online 

CLOUDCRAZE SOFTWARE LLC 

SignaWXre:_______________________________ 

PrinW Name: _____________________________ 

TiWle: __________________________________ 

DaWe: __________________________________ 

CLOUDCRAZE SOFTWARE LLC

SignaWXre:_______________________________ 
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SCHEDULE 1 - TRANSFER MECHANISMS FOR EUROPEAN DATA TRANSFERS 

1. ADDITIONAL TERMS FOR BCR SERVICES

1.1. CXstomers coYered b\ the Salesforce Processor BCR. The SaleVforce ProceVVor BCR and Whe addiWional WermV in WhiV 
SecWion 1 of WhiV SchedXle 1 Vhall appl\ Wo Whe ProceVVing of PerVonal DaWa of a CXVWomer eVWabliVhed in (i) EXropean 
Economic Area member VWaWeV ZhoVe proceVVing acWiYiWieV for Whe releYanW daWa are goYerned b\ Whe GDPR and/or 
implemenWing naWional legiVlaWion;  (ii) Whe UniWed Kingdom; (iii) SZiW]erland; or (iY) non-EXropean Economic Area 
member VWaWeV for Zhich CXVWomer haV conWracWXall\ Vpecified WhaW Whe GDPR and implemenWing naWional legiVlaWion Vhall 
appl\. 

1.2. AXdits and Certifications for the BCR SerYices
VeW forWh in Whe AgreemenW, SFDC Vhall mak
independenW, Whird-

1 cerWificaWion and/or SOC 1, SOC 2, or SOC 3 
reporWV for Whe BCR SerYiceV, aV deVcribed in Whe releYanW SecXriW\, PriYac\ and ArchiWecWXre DocXmenWaWion. CXVWomer 

-ViWe aXdiW of Whe
archiWecWXre, V\VWemV and procedXreV releYanW Wo Whe proWecWion of PerVonal DaWa aW locaWionV Zhere PerVonal DaWa iV VWored. 
CXVWomer Vhall reimbXrVe Whe SFDC GroXp for an\ Wime e[pended b\ Whe SFDC GroXp or iWV Whird-parW\ SXb-proceVVorV 
for an\ VXch on- -cXrrenW profeVVional VerYiceV raWeV, Zhich Vhall be made aYailable Wo 
CXVWomer Xpon reqXeVW. Before Whe commencemenW of an\ VXch on-ViWe aXdiW, CXVWomer and SFDC Vhall mXWXall\ agree 
Xpon Whe Vcope, Wiming, and dXraWion of Whe aXdiW in addiWion Wo Whe reimbXrVemenW raWe for Zhich CXVWomer Vhall be 
reVponVible. All reimbXrVemenW raWeV Vhall be reaVonable, Waking inWo accoXnW Whe reVoXrceV e[pended b\ Whe SFDC GroXp, 
or iWV Whird-parW\ SXb-proceVVorV. CXVWomer Vhall prompWl\ noWif\ SFDC ZiWh informaWion regarding an\ non-compliance 
diVcoYered dXring Whe coXrVe of an aXdiW. 

1.3. Reference to the Salesforce Processor BCR. All proYiVionV conWained in Whe SaleVforce ProceVVor BCR, Whe moVW cXrrenW 
YerVion of Zhich i hWWp://WrXVW.ValeVforce.com, are incorporaWed b\ 
reference and are an inWegral parW of WhiV DPA. 

1.4. Liabilit\. In accordance ZiWh Whe AgreemenW, CXVWomer Vhall haYe Whe righW Wo enforce Whe SaleVforce ProceVVor BCR 
againVW Whe SFDC GroXp, inclXding jXdicial remedieV and Whe righW Wo receiYe compenVaWion. 

1.5. Conflict. In Whe eYenW of an\ conflicW or inconViVWenc\ beWZeen WhiV DPA and Whe SaleVforce ProceVVor BCR, Whe SaleVforce 
ProceVVor BCR Vhall preYail. 

2. ADDITIONAL TERMS FOR EU-U.S. AND SWISS-U.S. PRIVACY SHIELD SERVICES

SaleVforce.com, inc. and iWV U.S. AffiliaWeV Velf-cerWif\ Wo and compl\ ZiWh Whe EU-U.S. and SZiVV-U.S. PriYac\ Shield 
FrameZorkV, aV adminiVWered b\ Whe US DeparWmenW of Commerce, and SFDC Vhall enVXre WhaW VXch enWiWieV mainWain Wheir 
Velf-cerWificaWionV Wo and compliance ZiWh Whe EU-U.S. and SZiVV-U.S. PriYac\ Shield FrameZorkV ZiWh reVpecW Wo Whe 
ProceVVing of PerVonal DaWa WhaW iV WranVferred from Whe EXropean Economic Area and/or SZiW]erland Wo Whe UniWed SWaWeV.  

3. ADDITIONAL TERMS FOR SCC SERVICES

3.1. CXstomers coYered b\ the Standard ContractXal ClaXses. The SWandard ConWracWXal ClaXVeV and Whe addiWional WermV
Vpecified in WhiV SecWion 3 appl\ Wo (i) CXVWomer Zhich iV VXbjecW Wo Whe daWa proWecWion laZV and regXlaWionV of Whe EXropean
Union, Whe EXropean Economic Area and/or Wheir member VWaWeV, SZiW]erland and/or Whe UniWed Kingdom and, (ii) iWV
AXWhori]ed AffiliaWeV. For Whe pXrpoVe of Whe SWandard ConWracWXal ClaXVeV and WhiV SecWion 3, Whe aforemenWioned enWiWieV

3.2. InstrXctions. ThiV DPA and Whe AgreemenW are CXV
VignaWXre of Whe AgreemenW Wo SFDC for Whe ProceVVing of PerVonal DaWa. An\ addiWional or alWernaWe inVWrXcWionV mXVW be 
agreed Xpon VeparaWel\. For Whe pXrpoVeV of ClaXVe 5(a) of Whe SWandard ConWracWXal ClaXVeV, Whe folloZing iV deemed an 
inVWrXcWion b\ Whe CXVWomer Wo proceVV PerVonal DaWa: (a) ProceVVing in accordance ZiWh Whe AgreemenW and applicable 
Order Form(V); (b) ProceVVing iniWiaWed b\ UVerV in Wheir XVe of Whe SCC SerYiceV and (c) ProceVVing Wo compl\ ZiWh oWher 
reaVonable docXmenWed inVWrXcWionV proYided b\ CXVWomer (e.g., Yia email) Zhere VXch inVWrXcWionV are conViVWenW ZiWh Whe 
WermV of Whe AgreemenW.

3.3. Appointment of neZ SXb-processors and List of cXrrent SXb-processors. PXrVXanW Wo ClaXVe 5(h) of Whe SWandard 
-

DocuSign Envelope ID: 32F281CD-0E00-41A3-A0E9-2F89DAA47812 

. Upon Customer's request, and subject to the confidentiality obligations 
e available to Customer that is not a competitor of SFDC (or Customer's 

party auditor that is not a competitor of SFDC) information regarding SFDC's compliance with the 
obligations set forth in this DPA in the form of the SFDC's ISO 2700 

may contact SFDC in accordance with the "Notices" Section of the Agreement to request an on 

site audit at the SFDC Group's then 

s available on SFDC's website, currently located at _________ _ 

shall be deemed "data exporters". 

tomer's complete and final documented instructions at the time of 

Contractual Clauses, Customer acknowledges and expressly agrees that (a) SFDC's Affiliates may be retained as Sub 
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-parW\ SXb-proceVVorV in connecWion ZiWh
Whe proYiVion of Whe SCC SerYiceV. SFDC Vhall make aYailable Wo CXVWomer Whe cXrrenW liVW of SXb-proceVVorV in accordance 
ZiWh SecWion 5.2 of WhiV DPA

3.4. Notification of NeZ SXb-processors and Objection Right for neZ SXb-processors. PXrVXanW Wo ClaXVe 5(h) of Whe 
SWandard ConWracWXal ClaXVeV, CXVWomer acknoZledgeV and e[preVVl\ agreeV WhaW SFDC ma\ engage neZ SXb-proceVVorV 
aV deVcribed in SecWionV 5.2 and 5.3 of Whe DPA.

3.5. Copies of SXb-processor Agreements. The parWieV agree WhaW Whe copieV of Whe SXb-proceVVor agreemenWV WhaW mXVW be 
proYided b\ SFDC Wo CXVWomer pXrVXanW Wo ClaXVe 5(j) of Whe SWandard ConWracWXal ClaXVeV ma\ haYe all commercial 
informaWion, or claXVeV XnrelaWed Wo Whe SWandard ConWracWXal ClaXVeV or Wheir eqXiYalenW, remoYed b\ SFDC beforehand; 
and, WhaW VXch copieV Zill be proYided b\ SFDC, in a manner Wo be deWermined in iWV diVcreWion, onl\ Xpon reqXeVW b\ 
CXVWomer.

3.6. AXdits and Certifications. The parWieV agree WhaW Whe aXdiWV deVcribed in ClaXVe 5(f) and ClaXVe 12(2) of Whe SWandard 
ConWracWXal ClaXVeV Vhall be carried oXW in accordance ZiWh Whe folloZing VpecificaWionV:

aYailable Wo CXVWomer WhaW iV noW a compeWiWor of -parW\ aXdiWor WhaW iV noW a

Whe form of Whe Whird-parW\ cerWificaWionV and aXdiWV VeW forWh in Whe SecXriW\, PriYac\ and ArchiWecWXre DocXmenWaWion Wo 
Whe e[WenW SFDC makeV Whem generall\ aYailable Wo iWV cXVWomerV. CXVWomer ma\ conWacW SFDC in accordance ZiWh Whe 

-ViWe aXdiW of Whe procedXreV releYanW Wo Whe proWecWion of PerVonal
DaWa. CXVWomer Vhall reimbXrVe SFDC for an\ Wime e[pended for an\ VXch on- -cXrrenW 
profeVVional VerYiceV raWeV, Zhich Vhall be made aYailable Wo CXVWomer Xpon reqXeVW. Before Whe commencemenW of an\ 
VXch on-ViWe aXdiW, CXVWomer and SFDC Vhall mXWXall\ agree Xpon Whe Vcope, Wiming, and dXraWion of Whe aXdiW in addiWion 
Wo Whe reimbXrVemenW raWe for Zhich CXVWomer Vhall be reVponVible. All reimbXrVemenW raWeV Vhall be reaVonable, Waking 
inWo accoXnW Whe reVoXrceV e[pended b\ SFDC. CXVWomer Vhall prompWl\ noWif\ SFDC ZiWh informaWion regarding an\ non-
compliance diVcoYered dXring Whe coXrVe of an aXdiW. 

3.7. Certification of Deletion. The parWieV agree WhaW Whe cerWificaWion of deleWion of PerVonal DaWa WhaW iV deVcribed in ClaXVe 

3.8. Conflict. In Whe eYenW of an\ conflicW or inconViVWenc\ beWZeen Whe bod\ of WhiV DPA and an\ of iWV SchedXleV (noW inclXding 
Whe SWandard ConWracWXal ClaXVeV) and Whe SWandard ConWracWXal ClaXVeV in SchedXle 3, Whe SWandard ConWracWXal ClaXVeV 
Vhall preYail. 
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processors; and (b) SFDC and SFDC's Affiliates respectively may engage third 

Upon Customer's request, and subject to the confidentiality obligations set forth in the Agreement, SFDC shall make 
SFDC (or Customer's independent, third 

competitor ofSFDC) information regarding the SFDC Group's compliance with the obligations set forth in this DPA in 

"Notices" Section of the Agreement to request an on 
site audit at the SFDC Group's then 

12(1) of the Standard Contractual Clauses shall be provided by SFDC to Customer only upon Customer's request. 
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SCHEDULE 2 - DETAILS OF THE PROCESSING

NatXre and PXrpose of Processing 

SFDC Zill ProceVV PerVonal DaWa aV neceVVar\ Wo perform Whe SerYiceV pXrVXanW Wo Whe AgreemenW, aV fXrWher Vpecified in Whe 
DocXmenWaWion, and aV fXrWher inVWrXcWed b\ CXVWomer in iWV XVe of Whe SerYiceV. 

DXration of Processing 

SXbjecW Wo SecWion 8 of Whe DPA, SFDC Zill ProceVV PerVonal DaWa for Whe dXraWion of Whe AgreemenW, XnleVV oWherZiVe agreed Xpon 
in ZriWing.  

Categories of Data SXbjects

CXVWomer ma\ VXbmiW PerVonal DaWa Wo Whe SerYiceV, Whe e[WenW of Zhich iV deWermined and conWrolled b\ CXVWomer in iWV Vole 
diVcreWion, and Zhich ma\ inclXde, bXW iV noW limiWed Wo PerVonal DaWa relaWing Wo Whe folloZing caWegorieV of daWa VXbjecWV:

ProVpecWV, cXVWomerV, bXVineVV parWnerV and YendorV of CXVWomer (Zho are naWXral perVonV)
cXVWomerV, bXVineVV parWnerV and YendorV

Emplo\eeV, agenWV, adYiVorV, freelancerV of CXVWomer (Zho are naWXral perVonV)

T\pe of Personal Data

CXVWomer ma\ VXbmiW PerVonal DaWa Wo Whe SerYiceV, Whe e[WenW of Zhich iV deWermined and conWrolled b\ CXVWomer in iWV Vole 
diVcreWion, and Zhich ma\ inclXde, bXW iV noW limiWed Wo Whe folloZing caWegorieV of PerVonal DaWa:

FirVW and laVW name
TiWle
PoViWion
Emplo\er
ConWacW informaWion (compan\, email, phone, ph\Vical bXVineVV addreVV)
ID daWa
ProfeVVional life daWa
PerVonal life daWa
LocaliVaWion daWa

Special categories of data (if appropriate) 

CXVWomer ma\, VXbjecW Wo Whe reVWricWionV VeW oXW in Whe DocXmenWaWion, VXbmiW Vpecial caWegorieV of PerVonal DaWa Wo Whe SerYiceV, 
Whe e[WenW of Zhich iV deWermined and conWrolled b\ CXVWomer in iWV Vole diVcreWion, and Zhich iV for Whe Vake of clariW\ PerVonal 
DaWa ZiWh informaWion reYealing racial or eWhnic origin, poliWical opinionV, religioXV or philoVophical beliefV, or Wrade-Xnion 
memberVhip, and Whe proceVVing of geneWic daWa, biomeWric daWa for Whe pXrpoVe of XniqXel\ idenWif\ing a naWXral perVon, daWa 
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• 
• Employees or contact persons of Customer's prospects, 

• 
• Customer's Users authorized by Customer to use the Services 

• 
• 
• 
• 
• 
• 
• 
• 
• 

concerning health or data concerning a natural person's sex life or sexual orientation. 
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SCHEDULE 3 - STANDARD CONTRACTUAL CLAUSES 

Standard ContractXal ClaXses (processors)

For Whe pXrpoVeV of ArWicle 26(2) of DirecWiYe 95/46/EC for Whe WranVfer of perVonal daWa Wo proceVVorV eVWabliVhed in Whird coXnWrieV 
Zhich do noW enVXre an adeqXaWe leYel of daWa proWecWion.

Name of Whe daWa e[porWing organiVaWion:  

AddreVV:  

Tel.: ; fa[: ; e-mail: 

OWher informaWion needed Wo idenWif\ Whe organiVaWion: 

(Whe daWa e[porter)

And

Name of Whe daWa imporWing organiVaWion:  ValeVforce.com, inc.

AddreVV: SaleVforce ToZer, 415 MiVVion SWreeW, 3rd Floor, San FranciVco, CA 94105, USA 

Tel.: + 1 415 901 7000;     fa[: + 1 415 901 7400;      e-mail: priYac\@ValeVforce.com

OWher informaWion needed Wo idenWif\ Whe organiVaWion: NoW applicable

(Whe daWa importer)

HAVE AGREED on Whe folloZing ConWracWXal ClaXVeV (Whe ClaXVeV) in order Wo addXce adeqXaWe VafegXardV ZiWh reVpecW Wo Whe 
proWecWion of priYac\ and fXndamenWal righWV and freedomV of indiYidXalV for Whe WranVfer b\ Whe daWa e[porWer Wo Whe daWa imporWer 
of Whe perVonal daWa Vpecified in Appendi[ 1.

ClaXse 1

Definitions

For Whe pXrpoVeV of Whe ClaXVeV:

(a) and 
 Vhall haYe Whe Vame meaning aV in DirecWiYe 95/46/EC of Whe EXropean ParliamenW and of Whe 

CoXncil of 24 OcWober 1995 on Whe proWecWion of indiYidXalV ZiWh regard Wo Whe proceVVing of perVonal daWa and on Whe 
free moYemenW of VXch daWa;

(b)  meanV Whe conWroller Zho WranVferV Whe perVonal daWa;

(c)  meanV Whe proceVVor Zho agreeV Wo receiYe from Whe daWa e[porWer perVonal daWa inWended for 
proceVVing on hiV behalf afWer Whe WranVfer in accordance ZiWh hiV inVWrXcWionV and Whe WermV of Whe ClaXVeV and Zho iV noW 

e meaning of ArWicle 25(1) of 
DirecWiYe 95/46/EC;

(d)  meanV an\ proceVVor engaged b\ Whe daWa imporWer or b\ an\ oWher VXbproceVVor of Whe daWa imporWer 
Zho agreeV Wo receiYe from Whe daWa imporWer or from an\ oWher VXbproceVVor of Whe daWa imporWer perVonal daWa 
e[clXViYel\ inWended for proceVVing acWiYiWieV Wo be carried oXW on behalf of Whe daWa e[porWer afWer Whe WranVfer in 
accordance ZiWh hiV inVWrXcWionV, Whe WermV of Whe ClaXVeV and Whe WermV of Whe ZriWWen VXbconWracW;

(e) Whe applicable daWa proWecWion laZ  meanV Whe legiVlaWion proWecWing Whe fXndamenWal righWV and freedomV of indiYidXalV
and, in parWicXlar, Wheir righW Wo priYac\ ZiWh reVpecW Wo Whe proceVVing of perVonal daWa applicable Wo a daWa conWroller in
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each a ''party"; together ''the parties", 

'personal data', 'special categories of data', 'process/processing', 'controller', 'processor', 'data subject' 
'supervisory authority' 

'the data exporter' 

'the data importer' 

subject to a third country's system ensuring adequate protection within th 

'the subprocessor' 
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Whe Member SWaWe in Zhich Whe daWa e[porWer iV eVWabliVhed;

(f)  meanV WhoVe meaVXreV aimed aW proWecWing perVonal daWa againVW 
accidenWal or XnlaZfXl deVWrXcWion or accidenWal loVV, alWeraWion, XnaXWhoriVed diVcloVXre or acceVV, in parWicXlar Zhere 
Whe proceVVing inYolYeV Whe WranVmiVVion of daWa oYer a neWZork, and againVW all oWher XnlaZfXl formV of proceVVing.

ClaXse 2

Details of the transfer

The deWailV of Whe WranVfer and in parWicXlar Whe Vpecial caWegorieV of perVonal daWa Zhere applicable are Vpecified in Appendi[ 1 
Zhich formV an inWegral parW of Whe ClaXVeV.

ClaXse 3

Third-part\ beneficiar\ claXse

1. The daWa VXbjecW can enforce againVW Whe daWa e[porWer WhiV ClaXVe, ClaXVe 4(b) Wo (i), ClaXVe 5(a) Wo (e), and (g) Wo (j),
ClaXVe 6(1) and (2), ClaXVe 7, ClaXVe 8(2), and ClaXVeV 9 Wo 12 aV Whird-parW\ beneficiar\.

2. The daWa VXbjecW can enforce againVW Whe daWa imporWer WhiV ClaXVe, ClaXVe 5(a) Wo (e) and (g), ClaXVe 6, ClaXVe 7,
ClaXVe 8(2), and ClaXVeV 9 Wo 12, in caVeV Zhere Whe daWa e[porWer haV facWXall\ diVappeared or haV ceaVed Wo e[iVW in laZ
XnleVV an\ VXcceVVor enWiW\ haV aVVXmed Whe enWire legal obligaWionV of Whe daWa e[porWer b\ conWracW or b\ operaWion of
laZ, aV a reVXlW of Zhich iW WakeV on Whe righWV and obligaWionV of Whe daWa e[porWer, in Zhich caVe Whe daWa VXbjecW can
enforce Whem againVW VXch enWiW\.

3. The daWa VXbjecW can enforce againVW Whe VXbproceVVor WhiV ClaXVe, ClaXVe 5(a) Wo (e) and (g), ClaXVe 6, ClaXVe 7,
ClaXVe 8(2), and ClaXVeV 9 Wo 12, in caVeV Zhere boWh Whe daWa e[porWer and Whe daWa imporWer haYe facWXall\ diVappeared
or ceaVed Wo e[iVW in laZ or haYe become inVolYenW, XnleVV an\ VXcceVVor enWiW\ haV aVVXmed Whe enWire legal obligaWionV
of Whe daWa e[porWer b\ conWracW or b\ operaWion of laZ aV a reVXlW of Zhich iW WakeV on Whe righWV and obligaWionV of Whe
daWa e[porWer, in Zhich caVe Whe daWa VXbjecW can enforce Whem againVW VXch enWiW\. SXch Whird-parW\ liabiliW\ of Whe
VXbproceVVor Vhall be limiWed Wo iWV oZn proceVVing operaWionV Xnder Whe ClaXVeV.

4. The parWieV do noW objecW Wo a daWa VXbjecW being repreVenWed b\ an aVVociaWion or oWher bod\ if Whe daWa VXbjecW Vo e[preVVl\
ZiVheV and if permiWWed b\ naWional laZ.

ClaXse 4

Obligations of the data e[porter

The daWa e[porWer agreeV and ZarranWV: 

(a) WhaW Whe proceVVing, inclXding Whe WranVfer iWVelf, of Whe perVonal daWa haV been and Zill conWinXe Wo be carried oXW in
accordance ZiWh Whe releYanW proYiVionV of Whe applicable daWa proWecWion laZ (and, Zhere applicable, haV been noWified
Wo Whe releYanW aXWhoriWieV of Whe Member SWaWe Zhere Whe daWa e[porWer iV eVWabliVhed) and doeV noW YiolaWe Whe releYanW
proYiVionV of WhaW SWaWe;

(b) WhaW iW haV inVWrXcWed and WhroXghoXW Whe dXraWion of Whe perVonal daWa proceVVing VerYiceV Zill inVWrXcW Whe daWa imporWer

proWecWion laZ and Whe ClaXVeV;

(c) WhaW Whe daWa imporWer Zill proYide VXfficienW gXaranWeeV in reVpecW of Whe Wechnical and organiVaWional VecXriW\ meaVXreV
Vpecified in Appendi[ 2 Wo WhiV conWracW;

(d) WhaW afWer aVVeVVmenW of Whe reqXiremenWV of Whe applicable daWa proWecWion laZ, Whe VecXriW\ meaVXreV are appropriaWe Wo
proWecW perVonal daWa againVW accidenWal or XnlaZfXl deVWrXcWion or accidenWal loVV, alWeraWion, XnaXWhoriVed diVcloVXre or
acceVV, in parWicXlar Zhere Whe proceVVing inYolYeV Whe WranVmiVVion of daWa oYer a neWZork, and againVW all oWher XnlaZfXl
formV of proceVVing, and WhaW WheVe meaVXreV enVXre a leYel of VecXriW\ appropriaWe Wo Whe riVkV preVenWed b\ Whe proceVVing
and Whe naWXre of Whe daWa Wo be proWecWed haYing regard Wo Whe VWaWe of Whe arW and Whe coVW of Wheir implemenWaWion;

(e) WhaW iW Zill enVXre compliance ZiWh Whe VecXriW\ meaVXreV;

(f) WhaW, if Whe WranVfer inYolYeV Vpecial caWegorieV of daWa, Whe daWa VXbjecW haV been informed or Zill be informed before, or
aV Voon aV poVVible afWer, Whe WranVfer WhaW iWV daWa coXld be WranVmiWWed Wo a Whird coXnWr\ noW proYiding adeqXaWe proWecWion
ZiWhin Whe meaning of DirecWiYe 95/46/EC;

(g) Wo forZard an\ noWificaWion receiYed from Whe daWa imporWer or an\ VXbproceVVor pXrVXanW Wo ClaXVe 5(b) and ClaXVe 8(3)
Wo Whe daWa proWecWion VXperYiVor\ aXWhoriW\ if Whe daWa e[porWer decideV Wo conWinXe Whe WranVfer or Wo lifW Whe VXVpenVion;

(h) Wo make aYailable Wo Whe daWa VXbjecWV Xpon reqXeVW a cop\ of Whe ClaXVeV, ZiWh Whe e[cepWion of Appendi[ 2, and a
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to process the personal data transferred only on the data exporter's behalf and in accordance with the applicable data 
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VXmmar\ deVcripWion of Whe VecXriW\ meaVXreV, aV Zell aV a cop\ of an\ conWracW for VXbproceVVing VerYiceV Zhich haV Wo 
be made in accordance ZiWh Whe ClaXVeV, XnleVV Whe ClaXVeV or Whe conWracW conWain commercial informaWion, in Zhich 
caVe iW ma\ remoYe VXch commercial informaWion;

(i) WhaW, in Whe eYenW of VXbproceVVing, Whe proceVVing acWiYiW\ iV carried oXW in accordance ZiWh ClaXVe 11 b\ a VXbproceVVor
proYiding aW leaVW Whe Vame leYel of proWecWion for Whe perVonal daWa and Whe righWV of daWa VXbjecW aV Whe daWa imporWer
Xnder Whe ClaXVeV; and

(j) WhaW iW Zill enVXre compliance ZiWh ClaXVe 4(a) Wo (i).

ClaXse 5

Obligations of the data importer

The daWa imporWer agreeV and ZarranWV:

(a) Wo proceVV Whe perVonal daWa onl\ on behalf of Whe daWa e[porWer and in compliance ZiWh iWV inVWrXcWionV and Whe ClaXVeV;
if iW cannoW proYide VXch compliance for ZhaWeYer reaVonV, iW agreeV Wo inform prompWl\ Whe daWa e[porWer of iWV inabiliW\
Wo compl\, in Zhich caVe Whe daWa e[porWer iV enWiWled Wo VXVpend Whe WranVfer of daWa and/or WerminaWe Whe conWracW;

(b) WhaW iW haV no reaVon Wo belieYe WhaW Whe legiVlaWion applicable Wo iW preYenWV iW from fXlfilling Whe inVWrXcWionV receiYed from
Whe daWa e[porWer and iWV obligaWionV Xnder Whe conWracW and WhaW in Whe eYenW of a change in WhiV legiVlaWion Zhich iV likel\
Wo haYe a VXbVWanWial adYerVe effecW on Whe ZarranWieV and obligaWionV proYided b\ Whe ClaXVeV, iW Zill prompWl\ noWif\ Whe
change Wo Whe daWa e[porWer aV Voon aV iW iV aZare, in Zhich caVe Whe daWa e[porWer iV enWiWled Wo VXVpend Whe WranVfer of
daWa and/or WerminaWe Whe conWracW;

(c) WhaW iW haV implemenWed Whe Wechnical and organiVaWional VecXriW\ meaVXreV Vpecified in Appendi[ 2 before proceVVing Whe
perVonal daWa WranVferred;

(d) WhaW iW Zill prompWl\ noWif\ Whe daWa e[porWer aboXW:

(i) an\ legall\ binding reqXeVW for diVcloVXre of Whe perVonal daWa b\ a laZ enforcemenW aXWhoriW\ XnleVV oWherZiVe
prohibiWed, VXch aV a prohibiWion Xnder criminal laZ Wo preVerYe Whe confidenWialiW\ of a laZ enforcemenW
inYeVWigaWion,

(ii) an\ accidenWal or XnaXWhoriVed acceVV, and

(iii) an\ reqXeVW receiYed direcWl\ from Whe daWa VXbjecWV ZiWhoXW reVponding Wo WhaW reqXeVW, XnleVV iW haV been
oWherZiVe aXWhoriVed Wo do Vo;

(e) Wo deal prompWl\ and properl\ ZiWh all inqXirieV from Whe daWa e[porWer relaWing Wo iWV proceVVing of Whe perVonal daWa
VXbjecW Wo Whe WranVfer and Wo abide b\ Whe adYice of Whe VXperYiVor\ aXWhoriW\ ZiWh regard Wo Whe proceVVing of Whe daWa
WranVferred;

(f) aW Whe reqXeVW of Whe daWa e[porWer Wo VXbmiW iWV daWa proceVVing faciliWieV for aXdiW of Whe proceVVing acWiYiWieV coYered b\
Whe ClaXVeV Zhich Vhall be carried oXW b\ Whe daWa e[porWer or an inVpecWion bod\ compoVed of independenW memberV and
in poVVeVVion of Whe reqXired profeVVional qXalificaWionV boXnd b\ a dXW\ of confidenWialiW\, VelecWed b\ Whe daWa e[porWer,
Zhere applicable, in agreemenW ZiWh Whe VXperYiVor\ aXWhoriW\;

(g) Wo make aYailable Wo Whe daWa VXbjecW Xpon reqXeVW a cop\ of Whe ClaXVeV, or an\ e[iVWing conWracW for VXbproceVVing,
XnleVV Whe ClaXVeV or conWracW conWain commercial informaWion, in Zhich caVe iW ma\ remoYe VXch commercial
informaWion, ZiWh Whe e[cepWion of Appendi[ 2 Zhich Vhall be replaced b\ a VXmmar\ deVcripWion of Whe VecXriW\ meaVXreV
in WhoVe caVeV Zhere Whe daWa VXbjecW iV Xnable Wo obWain a cop\ from Whe daWa e[porWer;

(h) WhaW, in Whe eYenW of VXbproceVVing, iW haV preYioXVl\ informed Whe daWa e[porWer and obWained iWV prior ZriWWen conVenW;

(i) WhaW Whe proceVVing VerYiceV b\ Whe VXbproceVVor Zill be carried oXW in accordance ZiWh ClaXVe 11;

(j) Wo Vend prompWl\ a cop\ of an\ VXbproceVVor agreemenW iW conclXdeV Xnder Whe ClaXVeV Wo Whe daWa e[porWer.

ClaXse 6

Liabilit\

1. The parWieV agree WhaW an\ daWa VXbjecW, Zho haV VXffered damage aV a reVXlW of an\ breach of Whe obligaWionV referred Wo
in ClaXVe 3 or in ClaXVe 11 b\ an\ parW\ or VXbproceVVor iV enWiWled Wo receiYe compenVaWion from Whe daWa e[porWer for
Whe damage VXffered.

2. If a daWa VXbjecW iV noW able Wo bring a claim for compenVaWion in accordance ZiWh paragraph 1 againVW Whe daWa e[porWer,
ariVing oXW of a breach b\ Whe daWa imporWer or hiV VXbproceVVor of an\ of Wheir obligaWionV referred Wo in ClaXVe 3 or in
ClaXVe 11, becaXVe Whe daWa e[porWer haV facWXall\ diVappeared or ceaVed Wo e[iVW in laZ or haV become inVolYenW, Whe daWa
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imporWer agreeV WhaW Whe daWa VXbjecW ma\ iVVXe a claim againVW Whe daWa imporWer aV if iW Zere Whe daWa e[porWer, XnleVV 
an\ VXcceVVor enWiW\ haV aVVXmed Whe enWire legal obligaWionV of Whe daWa e[porWer b\ conWracW of b\ operaWion of laZ, in 
Zhich caVe Whe daWa VXbjecW can enforce iWV righWV againVW VXch enWiW\.

The daWa imporWer ma\ noW rel\ on a breach b\ a VXbproceVVor of iWV obligaWionV in order Wo aYoid iWV oZn liabiliWieV.

3. If a daWa VXbjecW iV noW able Wo bring a claim againVW Whe daWa e[porWer or Whe daWa imporWer referred Wo in paragraphV 1 and
2, ariVing oXW of a breach b\ Whe VXbproceVVor of an\ of Wheir obligaWionV referred Wo in ClaXVe 3 or in ClaXVe 11 becaXVe
boWh Whe daWa e[porWer and Whe daWa imporWer haYe facWXall\ diVappeared or ceaVed Wo e[iVW in laZ or haYe become inVolYenW,
Whe VXbproceVVor agreeV WhaW Whe daWa VXbjecW ma\ iVVXe a claim againVW Whe daWa VXbproceVVor ZiWh regard Wo iWV oZn
proceVVing operaWionV Xnder Whe ClaXVeV aV if iW Zere Whe daWa e[porWer or Whe daWa imporWer, XnleVV an\ VXcceVVor enWiW\
haV aVVXmed Whe enWire legal obligaWionV of Whe daWa e[porWer or daWa imporWer b\ conWracW or b\ operaWion of laZ, in Zhich
caVe Whe daWa VXbjecW can enforce iWV righWV againVW VXch enWiW\. The liabiliW\ of Whe VXbproceVVor Vhall be limiWed Wo iWV oZn
proceVVing operaWionV Xnder Whe ClaXVeV.

ClaXse 7

Mediation and jXrisdiction

1. The daWa imporWer agreeV WhaW if Whe daWa VXbjecW inYokeV againVW iW Whird-parW\ beneficiar\ righWV and/or claimV
compenVaWion for damageV Xnder Whe ClaXVeV, Whe daWa imporWer Zill accepW Whe deciVion of Whe daWa VXbjecW:

(a) Wo refer Whe diVpXWe Wo mediaWion, b\ an independenW perVon or, Zhere applicable, b\ Whe VXperYiVor\ aXWhoriW\;

(b) Wo refer Whe diVpXWe Wo Whe coXrWV in Whe Member SWaWe in Zhich Whe daWa e[porWer iV eVWabliVhed.

2. The parWieV agree WhaW Whe choice made b\ Whe daWa VXbjecW Zill noW prejXdice iWV VXbVWanWiYe or procedXral righWV Wo Veek
remedieV in accordance ZiWh oWher proYiVionV of naWional or inWernaWional laZ.

ClaXse 8

Cooperation Zith sXperYisor\ aXthorities

1. The daWa e[porWer agreeV Wo depoViW a cop\ of WhiV conWracW ZiWh Whe VXperYiVor\ aXWhoriW\ if iW Vo reqXeVWV or if VXch depoViW
iV reqXired Xnder Whe applicable daWa proWecWion laZ.

2. The parWieV agree WhaW Whe VXperYiVor\ aXWhoriW\ haV Whe righW Wo condXcW an aXdiW of Whe daWa imporWer, and of an\
VXbproceVVor, Zhich haV Whe Vame Vcope and iV VXbjecW Wo Whe Vame condiWionV aV ZoXld appl\ Wo an aXdiW of Whe daWa
e[porWer Xnder Whe applicable daWa proWecWion laZ.

3. The daWa imporWer Vhall prompWl\ inform Whe daWa e[porWer aboXW Whe e[iVWence of legiVlaWion applicable Wo iW or an\
VXbproceVVor preYenWing Whe condXcW of an aXdiW of Whe daWa imporWer, or an\ VXbproceVVor, pXrVXanW Wo paragraph 2. In
VXch a caVe Whe daWa e[porWer Vhall be enWiWled Wo Wake Whe meaVXreV foreVeen in ClaXVe 5 (b).

ClaXse 9

GoYerning LaZ

The ClaXVeV Vhall be goYerned b\ Whe laZ of Whe Member SWaWe in Zhich Whe daWa e[porWer iV eVWabliVhed.

ClaXse 10

Variation of the contract

The parWieV XnderWake noW Wo Yar\ or modif\ Whe ClaXVeV. ThiV doeV noW preclXde Whe parWieV from adding claXVeV on bXVineVV relaWed 
iVVXeV Zhere reqXired aV long aV Whe\ do noW conWradicW Whe ClaXVe.

ClaXse 11

SXbprocessing

1. The daWa imporWer Vhall noW VXbconWracW an\ of iWV proceVVing operaWionV performed on behalf of Whe daWa e[porWer Xnder
Whe ClaXVeV ZiWhoXW Whe prior ZriWWen conVenW of Whe daWa e[porWer. Where Whe daWa imporWer VXbconWracWV iWV obligaWionV
Xnder Whe ClaXVeV, ZiWh Whe conVenW of Whe daWa e[porWer, iW Vhall do Vo onl\ b\ Za\ of a ZriWWen agreemenW ZiWh Whe
VXbproceVVor Zhich impoVeV Whe Vame obligaWionV on Whe VXbproceVVor aV are impoVed on Whe daWa imporWer Xnder Whe
ClaXVeV. Where Whe VXbproceVVor failV Wo fXlfil iWV daWa proWecWion obligaWionV Xnder VXch ZriWWen agreemenW Whe daWa

obligaWionV Xnder VXch
agreemenW.
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importer shall remain fully liable to the data exporter for the performance of the subprocessor's 
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2. The prior ZriWWen conWracW beWZeen Whe daWa imporWer and Whe VXbproceVVor Vhall alVo proYide for a Whird-parW\ beneficiar\
claXVe aV laid doZn in ClaXVe 3 for caVeV Zhere Whe daWa VXbjecW iV noW able Wo bring Whe claim for compenVaWion referred
Wo in paragraph 1 of ClaXVe 6 againVW Whe daWa e[porWer or Whe daWa imporWer becaXVe Whe\ haYe facWXall\ diVappeared or
haYe ceaVed Wo e[iVW in laZ or haYe become inVolYenW and no VXcceVVor enWiW\ haV aVVXmed Whe enWire legal obligaWionV of
Whe daWa e[porWer or daWa imporWer b\ conWracW or b\ operaWion of laZ. SXch Whird-parW\ liabiliW\ of Whe VXbproceVVor Vhall
be limiWed Wo iWV oZn proceVVing operaWionV Xnder Whe ClaXVeV.

3. The proYiVionV relaWing Wo daWa proWecWion aVpecWV for VXbproceVVing of Whe conWracW referred Wo in paragraph 1 Vhall be
goYerned b\ Whe laZ of Whe Member SWaWe in Zhich Whe daWa e[porWer iV eVWabliVhed.

4. The daWa e[porWer Vhall keep a liVW of VXbproceVVing agreemenWV conclXded Xnder Whe ClaXVeV and noWified b\ Whe daWa
imporWer pXrVXanW Wo ClaXVe 5(j), Zhich Vhall be XpdaWed aW leaVW once a \ear. The liVW Vhall be aYailable Wo Whe daWa

ClaXse 12

Obligation after the termination of personal data processing serYices

1. The parWieV agree WhaW on Whe WerminaWion of Whe proYiVion of daWa proceVVing VerYiceV, Whe daWa imporWer and Whe
VXbproceVVor Vhall, aW Whe choice of Whe daWa e[porWer, reWXrn all Whe perVonal daWa WranVferred and Whe copieV Whereof Wo Whe
daWa e[porWer or Vhall deVWro\ all Whe perVonal daWa and cerWif\ Wo Whe daWa e[porWer WhaW iW haV done Vo, XnleVV legiVlaWion
impoVed Xpon Whe daWa imporWer preYenWV iW from reWXrning or deVWro\ing all or parW of Whe perVonal daWa WranVferred. In
WhaW caVe, Whe daWa imporWer ZarranWV WhaW iW Zill gXaranWee Whe confidenWialiW\ of Whe perVonal daWa WranVferred and Zill noW
acWiYel\ proceVV Whe perVonal daWa WranVferred an\more.

2. The daWa imporWer and Whe VXbproceVVor ZarranW WhaW Xpon reqXeVW of Whe daWa e[porWer and/or of Whe VXperYiVor\ aXWhoriW\,
iW Zill VXbmiW iWV daWa proceVVing faciliWieV for an aXdiW of Whe meaVXreV referred Wo in paragraph 1.

On behalf of the data e[porter: 

Name (ZriWWen oXW in fXll): 
PoViWion:
AddreVV: 
OWher informaWion neceVVar\ in order for Whe conWracW Wo be binding (if an\):

(VWamp of organiVaWion)

On behalf of the data importer: 

Name (ZriWWen oXW in fXll): 
PoViWion:

AddreVV:  SaleVforce ToZer, 415 MiVVion SWreeW, 3rd Floor, San FranciVco, CA 94105, USA
OWher informaWion neceVVar\ in order for Whe conWracW Wo be binding (if an\):

(VWamp of organiVaWion)
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APPENDIX 1 TO THE STANDARD CONTRACTUAL CLAUSES

ThiV Appendi[ formV parW of Whe ClaXVeV and mXVW be compleWed and Vigned b\ Whe parWieV

The Member SWaWeV ma\ compleWe or Vpecif\, according Wo Wheir naWional procedXreV, an\ addiWional neceVVar\ informaWion Wo be 
conWained in WhiV Appendi[.

Data e[porter

The daWa e[porWer iV (pleaVe Vpecif\ briefl\ \oXr acWiYiWieV releYanW Wo Whe WranVfer):

DaWa E[porWer iV Whe legal enWiW\ Vpecified in SecWion 3.1 of SchedXle 1 of Whe DPA. 

Data importer

The daWa imporWer iV (pleaVe Vpecif\ briefl\ acWiYiWieV releYanW Wo Whe WranVfer):

SaleVforce.com, inc. iV a proYider of enWerpriVe cloXd compXWing VolXWionV Zhich proceVVeV perVonal daWa Xpon Whe inVWrXcWion of Whe 
daWa e[porWer in accordance ZiWh Whe WermV of Whe AgreemenW.

Data sXbjects

The perVonal daWa WranVferred concern Whe folloZing caWegorieV of daWa VXbjecWV (pleaVe Vpecif\):

DaWa e[porWer ma\ VXbmiW PerVonal DaWa Wo Whe SCC SerYiceV, Whe e[WenW of Zhich iV deWermined and conWrolled b\ Whe daWa e[porWer 
in iWV Vole diVcreWion, and Zhich ma\ inclXde, bXW iV noW limiWed Wo PerVonal DaWa relaWing Wo Whe folloZing caWegorieV of daWa VXbjecWV:

ProVpecWV, cXVWomerV, bXVineVV parWnerV and YendorV of daWa e[porWer (Zho are naWXral perVonV)

Emplo\eeV, agenWV, adYiVorV, freelancerV of daWa e[porWer (Zho are naWXral perVonV)

Categories of data

The perVonal daWa WranVferred concern Whe folloZing caWegorieV of daWa (pleaVe Vpecif\):

DaWa e[porWer ma\ VXbmiW PerVonal DaWa Wo Whe SCC SerYiceV, Whe e[WenW of Zhich iV deWermined and conWrolled b\ Whe daWa e[porWer 
in iWV Vole diVcreWion, and Zhich ma\ inclXde, bXW iV noW limiWed Wo Whe folloZing caWegorieV of PerVonal DaWa:

FirVW and laVW name

TiWle

PoViWion

Emplo\er

ConWacW informaWion (compan\, email, phone, ph\Vical bXVineVV addreVV)

ID daWa

ProfeVVional life daWa

PerVonal life daWa

LocaliVaWion daWa

Special categories of data (if appropriate)

The perVonal daWa WranVferred concern Whe folloZing Vpecial caWegorieV of daWa (pleaVe Vpecif\):

DaWa e[porWer ma\ VXbmiW Vpecial caWegorieV of daWa Wo Whe SCC SerYiceV, Whe e[WenW of Zhich iV deWermined and conWrolled b\ Whe 
daWa e[porWer in iWV Vole diVcreWion, and Zhich iV for Whe Vake of clariW\ PerVonal DaWa ZiWh informaWion reYealing racial or eWhnic 
origin, poliWical opinionV, religioXV or philoVophical beliefV, or Wrade-Xnion memberVhip, and Whe proceVVing of geneWic daWa, 
biomeWric daWa for Whe pXrpoVe of XniqXel\ idenWif\ing a naWXral 
Ve[ life or Ve[Xal orienWaWion. 

DocuSign Envelope ID: 32F281CD-0E00-41A3-A0E9-2F89DAA47812 

• 
• Employees or contact persons of data exporter's prospects, customers, business partners and vendors 

• 
• Data exporter's Users authorized by data exporter to use the SCC Services 

• 
• 
• 
• 
• 
• 
• 
• 
• 

person, data concerning health or data concerning a natural person's 
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Processing operations

The perVonal daWa WranVferred Zill be VXbjecW Wo Whe folloZing baVic proceVVing acWiYiWieV (pleaVe Vpecif\):

The objecWiYe of ProceVVing of PerVonal DaWa b\ daWa imporWer iV Whe performance of Whe SCC SerYiceV pXrVXanW Wo Whe AgreemenW.

DATA EXPORTER

DATA IMPORTER
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APPENDIX 2 TO THE STANDARD CONTRACTUAL CLAUSES

ThiV Appendi[ formV parW of Whe ClaXVeV and mXVW be compleWed and Vigned b\ Whe parWieV

Description of the technical and organisational secXrit\ measXres implemented b\ the data importer in accordance Zith 
ClaXses 4(d) and 5(c) (or docXment/legislation attached):

DaWa imporWer Zill mainWain adminiVWraWiYe, ph\Vical, and Wechnical VafegXardV for proWecWion of Whe VecXriW\, confidenWialiW\ and 
inWegriW\ of PerVonal DaWa Xploaded Wo Whe SCC SerYiceV, aV deVcribed in Whe SecXriW\, PriYac\ and ArchiWecWXre DocXmenWaWion 
applicable Wo Whe Vpecific SCC SerYiceV pXrchaVed b\ daWa e[porWer, and acceVVible Yia hWWp://help.ValeVforce.com or oWherZiVe made 
reaVonabl\ aYailable b\ daWa imporWer. DaWa ImporWer Zill noW maWeriall\ decreaVe Whe oYerall VecXriW\ of Whe SCC SerYiceV dXring a 
VXbVcripWion Werm.

DATA EXPORTER

DATA IMPORTER
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APPENDIX 3 TO THE STANDARD CONTRACTUAL CLAUSES

SaleVforce SerYiceV (VerYiceV branded aV LighWning PlaWform (inclXding Force.com), SiWe.com, DaWabaVe.com, SaleV CloXd, 
SerYice CloXd, CommXniW\ CloXd and ChaWWer)  aV Zell aV Emergenc\ Program ManagemenW, Financial SerYiceV CloXd, 
HealWh CloXd,  SaleVforce CPQ and SaleVforce Billing (WogeWher formerl\ branded aV SaleVforce QXoWe-Wo-CaVh), ShifW 
ManagemenW, WDC, Workplace Command CenWer, High VelociW\ SaleV, SaleVforce AdYiVor Link, SaleVforce.org InVighWV 
PlaWform: DaWa InWegriW\, AccoXnWing SXbledger, foXndaWionConnecW, NonprofiW CloXd CaVe ManagemenW and all EinVWein-
branded add-on SerYiceV and feaWXreV of Whe foregoing VerYiceV.
AdYerWiVing SWXdio (formerl\ branded aV Social.com and AcWiYe AXdienceV)
AXdience SWXdio (formerl\ branded aV KrX[ or SaleVforce DMP) and SaleVforce DaWa SWXdio)
B2B Commerce (formerl\ branded aV CloXdCra]e)
Commerce CloXd (formerl\ branded aV DemandZare)
ConVXmer GoodV CloXd 
CXVWomer 360 DaWa Manager 
DaWa.com 
DaWorama
DeVk.com 
EinVWein Anal\WicV (formerl\ branded aV Anal\WicV CloXd or WaYe Anal\WicV)
EinVWein BoWV 
EinVWein DiVcoYer\ ClaVVic (formerl\ branded aV EinVWein DiVcoYer\ and Be\ondCore)
EinVWein EngagemenW Scoring 
EinVWein PredicWion BXilder
EinVWein ViVion and LangXage
E[acWTargeW
GIA2 
HerokX 
IoT CloXd
IoT E[plorer 
LiYeMeVVage
ManXfacWXring CloXd 
MXleSofW
m\Trailhead
PardoW and PardoW EinVWein 
PredicWiYe InWelligence 
QXip
SaleVforce ConnecW 
SaleVforceIQ CRM
SaleVforce Inbo[
SaleVforce MapV (Map An\Whing) 
Social SWXdio
SXVWainabiliW\ CloXd 
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